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BBepneHue

CucTeMbl BbISIBJIEHUS MPU3HAKOB KOMMbIOTEPHbIX aTak U 0bHapy>XxeHns ceTeBbIX
BTOPXXEHUN AN NHPOPMALMOHHBIX CUCTEM y)XKe NaBHO NPUMEHSAIOTCA B KayecTBe
KJII04EBOIr0 N3 HeobxoamMbIx pybexxenn 060poHbI MHPOPMALLMOHHbBIX CUCTEM.
Pa3paboTynkamm cmctem 3aWwnMTbl MIHPOPMALMU U KOHCY/IbTAHTaMM B 3TON obnactu
AKTUBHO MPUMEHSAITCHA TakKne NoHATUSA, KaK 3almMTa no nepumeTpy, AMHaMu4eckas v
CTaunoHapHas 3awmTa. NoMMMOo 3TOro, CTanu NoABAATLCA COOCTBEHHbIE TEPMUHDI,
Takume Kak, Hanpumep, NPOakKTUBHbIE CpeACcTBa 3allMnThl.

NccnepoBaHmsa B 06nacTn obHapy>XeHUsa aTak Ha KOMMNbOTEPHbIE CUCTEMbI N CETU MO
bosnblIOMY cHeTy BefyTCA 3a pybexom yxe 6onee 25 net: nccnenyoTca NpUsHaKky aTak,
a TaK>Xe 3KCMayaTUpyrTCca u pa3pabaTbiBaloTCa cpencTtBa U MeToabl 0OHapyxeHus
MOMNbITOK HECAHKLNOHUPOBAHHOIO MPOHUKHOBEHUSA Yepe3 CUCTEMbI MEXXCETEBOMN
JIOKaJIbHOM 3alNTbl — Ha (PU3MNYECKOM W1 JIOFTMYEeCKOM YPOBHAX. Ha camom pene cioga
MO>XHO OTHECTM B TOM 4Yucne nccnenoBaHusa B 061actm no60YHbIX 3NEKTPOMArHUTHbIX
N3/TY4EHUN N HAaBOAOK, TaK KaK 3JIEKTPOMArHUTHbIA TaMMepPUHr MeeT CBOU NpsiMble
aHasIorn B y)xe cTasLuen obbl4HON A1 PAOOBOr0 KOMMbIOTEPHOr0 NOJib30BaTeNS
ceTeBOW cpene. Ha poCCUNCKOM pbIHKE LUMPOKO NpeacTaBsieHbl KOMMepYecKmne cCucTeMsl
obHapyXeHna aTak N BTOPXXEHUN OT MHOCTPaHHbIX KOMMNaHU, Takux Kak NetPatrol, ISS
RealSecure, Cisco, Snort n gpyruve, n B Toxxe BpeMs rnpakTU4eCckn He npeacTaBsieHbl
KOMMNJIEKCHbIE pelleHns oT pa3paboTynkos U3 Poccun. JaHHbIN acnekT Bbi3BaH TeEM, 4TO
MHOIrMe oTeYyecTBEHHbIE pa3paboTyNKM U nccnegoBaTesin peasnsyoT CUCTEMSI
obHapyxeHna aTak C COXpPaHEHNEM aHaJIoOrMN TUMOBLIX PELUEHUN N apXUTEKTYP YxKe
N3BECTHbIX CUCTEM, HE CTapasiCb 0CO6EeHHO yBeMNYNTb IPPEKTUBHOCTb MPEBEHTUBHOIO
obHapy)xeHunsa aTak N anropnTMOB pearnpoBaHnsa Ha HUX. KOHKYpPEHTHbIE
npenmyLlecTBa B JaHHOM CEerMeHTe POCCUNCKOro pblHKa AOCTUratoTCca 06bI4YHO 3a cHeT
CYLLECTBEHHOI0 CHMXXEHUS LieHbl U HagexXa Ha CTpeMJieHue NokynaTenem K nogaepxke
OTeYyeCTBEHHOro Npon3BoanTens.

Ha cerogHAWHNN feHb cuCTeMbl 0OBHapy>XeHNs aTakK N BTOPXXEHUI 0BbIYHO ABASOTCSA
annapaTHO-NPOrPaMMHbLIMWN UK MPOrPAMMHbLIMUN PeLleHNAMN, KOTOPble aBTOMaTU3NPYIOT
NpoLecc KOHTPONA NPOTEKALWMNX B KOMMNbIOTEPHON CETU NN cucTeme cobbiTuni, a



TaK>Xe CaMOCTOATE/IbHO aHAaNN3MPYIOT AaHHble COBbITUA C LEeNblo NONCKa NMPU3HAKOB
npobnem 6e3o0nacHOCTU. Tak Kak KOIMYECTBO pa3/inyHbIX cnocoboB 1 Tnos
OpraHm3aumn HeCaHKLMOHNPOBAHHbLIX MPOHNKHOBEHUI B YY>KNE KOMMbIOTEPHbIE CETU 3a
nocnegHne rogbl 3Ha4YNTENbHO YBENNYNIOCh, CUCTEMbI OBHAPYXXEHUS aTaK CTaau
Heob6X0AMMbIM KOMMOHEHTOM NHAPACTPYKTYpbl 6e30nacHOCTU BONbLINHCTBA
OopraHm3aumm. 3ToMy crnocobCTByEeT OrPOMHOE KOJINYECTBO JINTEPATYPbI MO AAHHOMY
BOMPOCY, KOTOPYIO MOTEHLUMabHbIE 3/I0YMbILWIEHHUKN BHUMATE/IbHO M3y4aloT, a TakxXe
BCe Bosiee n3oWpeHHbIE METOAbI N CJIOXKHbIE MOAX0Abl K OBHAapY>XeHMI0 NOMNbITOK B3/10Ma
NH(OPMaLIMOHHBIX CUCTEM.

CoBpeMeHHble CUCTEMbI 0OHapPY>XEeHNSA BTOPXKEHUA UMEIOT Pa3/INYHYI0 apXUTEKTYPY.
Knaccngumkaumm cucteMm obHapy»xeHus aTtak cnenyeT yaoennTb oTAe/lbHOe BHMMaHue,
TaK KakK 4acTo MCMoJib3ys obLEenpuHAaTYI0 Knaccudumkaumio cucteM obHapy>XeHusa aTak,
cneunanncTbl NPUHMMAIOT PeLLUEHNE O TOM, KaKol N3 NPOrpaMMHbIX NPOAYKTOB
NPUMEHUTb B TOW UJIN MHOW CUTYyaLnW.

Ha OaHHbIN MOMEHT CyLlecTBYeT AesieHne BCEX CUCTEM Ha JIOKaJIbHbIE N CETEBbIE.
JlokanbHble CUCTEMbI OBHapPY)XEHUSI aTakK pa3MeLLLalTCA Ha OTAENbHbIX HY>)KAAOLWNXCS B
3alUNTE KOMMbOTEpPax N aHaN3NPYIOT pa3sinyHblie COBbITUSA, TakMe KakK NporpaMMHble
BbI30Bbl N [ENCTBMA Mosib3oBaTens. CeTeBble CUCTeMbl 06bIYHO YCTaHaBAINBAOTCA Ha
BblAENIEHHbIX A1 3TUX Lenen KoMnbloTepax Ans aHanm3sa Tpaduka, LMPKYINpyoWero B
NIOKaNbHOW BbIYUCINTENIBHON CeTU. Tak)Xe pa3inyaloT MeToankun obHapyxeHuns
3JI0YMbILLJIEHHOIr0 M @aHOMaJIbHOrO NMOBeAEHUS MOJIb30BaTENEN.

CucteMbl 06Hapy>XeHNs aHOMaJIbHOro NOBEAEHNA OCHOBAHbI HA TOM, Y4TO CUCTEMbI
obHapy>XeHunsa aTak N3BECTHbl HEKOTOPbIE MPU3HAKWN, KOTOPbIEe XapaKTepUsytoT
AoNycTMMoe nnm npaBuabHoe nosegeHne obbekTa HabnogeHnsa. Non NpaBUbHbBIM UN
HOPMaJibHbIM NOBEAEHMEM NOHMMAIOTCHA AENCTBUSA, KOTOPbIE HE NPOTUBOPEYaT NONTUKE
6e30nacHOCTM 1 BbINONHATCA 06bekTOM. CucTeMbl 0OHapPY)XeHUSA 3/10yMbILLJIEHHOI O
noBeAeHNs OCHOBaHbI Ha TOM, YTO 3apaHee N3BECTHbl HEKOTOpPbIE NPU3HAKN, KOTOpPbIe
XapaKTEepPU3yT NoBeAeHNE 3/I0YMbILUJIEHHUKA. DKCMEepPTHbIe CUCTEMbI ABNAKOTCSA
Hanbosiee pacnpoCcTpaHEHHON peasn3aumnen TeEXHONOrnm obHapyXeHuns
3/10yMbILLUJIEHHOIO MOBEAEHUS.

Llenbto naHHoM paboTbl ABNSAETCSA U3yYeHMe pa3HOBUAHOCTEN BUOOB 1 Yrpos3
NHPOPMaLMOHHON 6e30MacHOCTU N MeTon0B 6opbbbI C HUMMN.

O6beKTOM UCCIe[0BaHNA ABNAETCA MNOHATUE yrpo3 6e30nacHOCTU B LLe/IOM, MpegMeToM
NCcCnenoBaHns - TEXHONOrMM obHapy>XeHna OaHHbIX Yyrpos3.



B paMKax nuccrienoBaHUs pacCMOTpPEHbI 3aa4u:

paccMoTpeHune KnaccuurkaLmm ceTeBblX aTak;
N3y4yeHne MeToZloB 0OHAPY)XXEeHUS CeTeBbIX aTak;
KNaccupuKkaumsa cucteM obHapy»XeHus aTak;
0630p MeTOZI0B pearnpoBaHNsA Ha aTaku.

1. Knaccudpumkauma ceTeBbiX aTak

dpdeKTUBHAA 3aWMTa OT NMOTEHUMANbHbIX CETEBbIX aTak HEBO3MOXXHa 6e3 nx
heTanbHOW Knaccudukaumm, kotopasa obnervyaer 3agadvyy NPOTUBOAENCTBUS UM U NX
BblsiB/ieHMe. Ha cerogHAWHNN AeHb N3BEeCTHO 60/blI0e KONNYECTBO Pa3/INYHbIX TUMOB
KnaccupukayMoHHbIX NPU3HAKOB. B KayecTBe Takmnx npusHakoB MoXeT b6bITb BbiIOpaHo,
Hanpumep, pasgesieHne Ha akKTMBHbIE N MAaCCUBHbIE, BHYTPEHHME N BHELLHME aTaKMu,
HEeyYMbILIEHHbIE U YMbILWWJIEHHbIE N ApYyrue nofaobHblie knaccndpukaumm. K co)xaneHuto,
HeCMoTpsa Ha Maslo NPUMEHUMOCTb Ha NPaAKTUKE HEKOTOPbLIX U3 CYLLECTBYHOLWWNX
Knaccuukaymin, oHM akTUBHO UCMOb3YIOTCA Npu Bbibope cucTtemMbl 0OOHapyXeHns aTak
N nx akcnnayatauumun[l] [1].

1.1. Knaccucpukauusa Nurepa Menna

PaccMoTpeHme CyLecTBYOLWMX KNaccudumnkaumn CTonT HavyaTb € paboTel NMnutepa Menna
rnoa Ha3BaHMeM: «KOMMNblOTEPHbIE aTakKn: YTO 3TO U KaK UM NMPOTUBOCTOATL». B aTON
paboTe BCe BO3MOXXHbIE CETEBbIE aTaKN AENATCA Ha cefyowme TUnbl:

e yOaneHHoe NPOHNKHOBEHWE npeacTasnseT cobon TUM aTak, NO3BOAAIOLLLMX
peann3oBaTb yAaJIeHHOE yrnpaBJ/ieHNe KOMMNbIOTEPOM Yepes CeTb; B KayecTse
NPUMepOoB MOXXHO MPUBECTU aTakun C NCNosb3oBaHmem nporpamm BackOrifice nnm
NetBus;

e JIOKaJIbHOE NPOHUKHOBEHNE ABJIAEeTCA TUMOM aTakK, MPUBOAALWLNX K NOJIYYEHUIO
HEeCaHKUVWOHNUPOBAHHOIO AOCTYMa K Y3y, Ha KOTOPbIM OHW HanpasJieHbl; B Ka4YecTse
npuMepa MOXXHO NPUBECTU aTaKy C NCNOJIb30BaHMEM nporpamMmmbl GetAdmin;

e yJlaJIeHHbIN OTKa3 B 00CNYy>XMBaHNU ABNAETCHA TUMNOM aTak, NO3BOJSOWNM
HapyLWuUTb PYHKLMOHUPOBAHME CUCTEMbl B paMKax rnobasbHOW ceTu; B Ka4ecTBe
npUMepoB MOXXHO NpueecTn ataku trinO0 nnu Teardrop;

e JIOKaJIbHbIN OTKa3 B 00C/Iy>XUBaHUWN ABMSETCS TUMNOM aTak, MO3BOASIOWNM
HapyWnTb PYHKLNOHMPOBAHMNE CUCTEMbI B paMKax JIoKaJbHOW ceTu. Npumepom



TaKOW aTaKku ABNAETCHA 3anyCK 1 BHeApeHue BpakaebHon nporpamMmmbl,
3arpyxatoLlen LeHTpalbHbln npoueccop 6EeCKOHEYHbIM LIMKIOM, MPUBOAALNM K
HEBO3MOXXHOCTN 06paboTKM 3anNpoCcoB APYruX MPUIOKEHUN;

e aTaKM C NCMNOJIb30BAaHMNEM CETEBbIX CKAaHEPOB ABJIAIOTCA TUMNOM aTakK, KOTopble
OCHOBaHbl Ha NCMOJIb30BaHNN CETEBbIX CKaHepOoB, NpeacTasnaowmx cobon
nporpamMmbl, aHaJM3NPYOLLME TOMOJIONNIO CETU N OBHapyXMBaOWMX AOCTYMNHbIE
019 aTakKn CepBUCHI; B Ka4YeCTBe NPUMepPOB MOXXHO MPMUBECTU aTaKy C
MCNOJIb30BaHMEM YTUWINTbI NMap;

e aTaKW C NCMOJIb30BaHNEM CKAHEPOB YA3BUMOCTEN ABJIAIOTCA TUMNOM aTak, KOTopble
OCHOBaHbl Ha NCMOJIb30BaHNMN CKAaHEPOB YA3BMMOCTEN, NpeacTasnsaowmx cobon
nporpamMmbl, OCyLLECTBASAIOWME NMOUCK YA3BUMOCTEN Ha y3/1aX CeTU, KOTOpbIE B
hanbHenweM MoryT ObiTb MPUMEHEHbI 415 peann3aunm ceTeBbIX aTak; B KadyecTBe
NnpUMepoB CeTEeBbIX CKAHEPOB MOXXHO NMpuBecTn cuctemol Shadow Security Scanner
n SATAN;

e aTakM C NCMNOJIb30BaHMEM B3JIOMLUMNKOB NMaposien ABNAATCA TUNOM aTak, KOTopble
OCHOBaHbl Ha NCMOJIb30BaHUM B3JIOMLMKOB Naposien, npeacrasnstowmx cobom
nporpammsl, noabupatoLwme napoam nonb3oBaTtesien; Hanpumep, nporpamma Crack
ana OC Unix nnu nporpamma LOphtCrack ona OC Windows;

e aTaKW C UCMOJIb30BaHMEM aHaIM3aTOPOB NPOTOKOJIOB ABNAOTCA TUMOM aTak,
KOTOpble OCHOBaHbl Ha MCMNOJ/Ib30BaHNMN aHaNN3aTOPOB NPOTOKOJIOB,
npencTaBasaloLWnX cobon nporpaMmmbl, «NpocayLumnBatolnes» ceteBon Tpadumk. C nx
MOMOLLbIO MOXKHO aBTOMaTU3MPOBaTb NMOUCK B CETEBOM Tpaduke Takom
NHOPMaLLMK, KaK NH(pOopMaLNIo O KpeOUTHbIX KapTax, noeHTUGUKaTopbl U Naposn
nonb3oBaTenen n gpyrme nonobHele AaHHble. B kayecTBe NpnMepamoB
aHa/IN3aTOpPOB CeTEBbIX MPOTOKOJIOB MOXKHO npueBecTun nporpaMmmbl NetXRay
komnaHun Network Associates, Microsoft Network Monitor unn Lan Explorer[2].

HaHHaa Knaccudukaymsa ¢ NpakTUYECKON TOYKM 3peHns 9BASEeTCA 4OCTaTOYHO MOJIHON,
TaK KakK OHa OXBaTbIBAeT MOYTU BCE BO3MOXKHbIE AENCTBUSA 3/1I0yMbIWNEHHNKa. Ho ang
NMPOTUBOOENCTBMUSA CETEBLIM aTakaM 3TOW KNacCupuKaumum HegocTaTo4yHO, 3a CHeT TOro,
4TO ee NCNoJib30BaHMe B JaHHOM BMAe He MNO3BONSET onpenesiaTb 3JIeMeHTbl CeTH,
KOTOpble NoaBepP>XeHbl BO3AENCTBUIO TOW NN MHOW aTaKun, a Takxe NnocneacTtBus, K
KOTOPbIM MOXKET NpUBECTM yCNeLHaa peannsauns atak. B aTom cnyyvyae B aHann3 He
BKJIIOYAETCA CaMbll Ba>XHbIA KOMMOHEHT, KOTOPbLIN ABASETCA MOAENbIO YIrpo3
6e30nacHOCTK, C NOCTPOEHUSA KOTOPOW O0/IKHbI HAYMHATLCA BCE MEPOMNPUATUS MO
obecnevyeHmnio 3aWnTbl nHpopmaumn[3] [1].



1.2. Knaccupukaums Internet Security Systems

AHanorn4HbiM Knaccngpukaumm NMutepa Menna HepocTaTkoM cTpagaeT n 6onee
KOMMNaKTHasa Klaccngpunkaumsa, Kotopasa npennoxeHa komnaHmen IBM Internet Security
Systems, Inc., cogep>xauias BCero Jinb NATb TUMOB aTak:

e MOMbITKW HECAHKLIMOHNPOBAHHOIO AOCTYNa;
cbop nHbopmauum;

CUCTEMHbIE aTaKu;

nono3puTenbHas akTUBHOCTb;

0TKa3 B 06cnyxmBaHum [4].

B cBoux npoaykTax, npefgHa3Ha4YeHHbIX 014 3alUTbl CepBEpPOB, ceTen, n paboymx
CTaHUunM (Taknx Kak, K npumepy, System scanner, Real Secure n gpyrmue nogobbiHe)
komnaHua IBM Internet Security Systems ncnosib3yeT HECKOJIbKO APpYrunx
KJ1laCCUPUKALMOHHbBIX MPU3HAKOB BO3MOXXHbIX CeTeBbIX aTak, 6onee apPeKTUBHbIX C
TOYKM 3PEHMSA 3aLLUUTbI OT BTOPXKEHUI. OnuwemM nx nogpobHee.

1. Knaccnumkaumsa no creneHn pucka umeeT 6osbLIOe NpakTUYecKoe 3HavYeHune, 3a
CYeT BO3MOXXHOCTU paHXMUPOBaHUSA ONacHOCTEeN aTak No TakKMM KJlaccaM, Kak:

o BbICOKWM KJ1ACC, NPY KOTOPOM, YCrNeLwlHasa peaansauna atakm no3sonseT
aTakylLwemMy HeMeOJIeHHO NOoNYy4YUTh NpaBa agMUHUCTPaATOpa, A0CTYynN K
MallnHe nan obonTn MmexxceTeBble 3KpaHbl. B KayecTBe NpUMEpPOB MOXXHO
NPUBECTU aTaKy, KOTOpas OCHOBaHa Ha UCMOJ1Ib30BaHUN OLLINOKN B
nporpaMmmHoM obecnedyeHun Sendmail u No3BoONAET aTaKyOLWEMY UCMONHATb
nobyo KoMmaHAy Ha cepBepe;

o CpefHnn Knacc, Npy KOTOPOM ycnelwHasa peasam3aumsa aTakm noTeHunanbHO
MOXXeT AaTb aTakKyllweMy A0CTYyN K MawmnHe. B kayecTse npMMepoB MOXHO
npueecTun owndbkm B cepsepe NIS, KOTopble NO3BONAIT aTaKyoLeMy Mosy4nTb
ann C rocTeBbIM Maposiem;

o HU3KWW KNacc, Npyv KOTOPOM yCrneLwlHasa peanam3aunm aTakm gacT aTakylouwemy
BO3MO>XHOCTb MONy4nTb obnervawuwime 3agady B3sioMa ceefeHuns. B kavecTse
npPMMepoB MOXXHO MPUBECTU UCMNOJIb30BaHMe cepBunca finger, ¢ NOMOLLbIO
KOTOPOro aTakKyloLnn MOXXET onpefennTb CNUCOK MNoJib30BaTeNle cepeepa U
MonbITaTbCA NOJIYYNTb OOCTYM K MalUMHE C UCMNOJIb30BaHMEM aTaKn No
cfioBapio.

2. Knaccudmkaumsa no TUny aTaky Nno3BoaseT CyanTb O TOM, MOXKET /1M aTaka bbITb
ocyuiecTBJieHa TOJIbKO JIOKaJIbHO W yAasIeHHO:



o OCyLlecTB/IseEMblE YAAJIEHHO;
o OCyllecTB/ISseMble JIOKaJIbHO;
3. Knaccugumkaums no nogBep>XxeHHOMy OaHHOW aTake nporpaMMHoMy obecrneyeHuio.
Hanpumep: Microsoft Internet Explorer.

Kpome Toro, cyuwecTByeT Kiaccudunkaumsa no xapakTepy UCMosib3yeMbliX B aTake
0encTBun:

e "4yepHble xoObl" — aTakn, KOTOpble OCHOBaHbl Ha UCMOJ1Ib30BaHUN
HeLOKYMEHTUPOBAHHbIX pa3paboTYnKamMm BO3IMOXKHOCTAX NPOrpaMMHOro
obecnevyeHuns, NMerLLMX BO3SMOXKHOCTb NPUBEAEHUS K BbINOJIHEHUIO MOJIb30BaTeIEM
HeCaHKUVOHMPOBaHHbLIX ornepaunmn Ha aTakyeMoM cepBepe;

e aTakW TuNa "0TKas B 006C/Iy>KMBAHMN" — aTaKM, KOTOPblIe OCHOBaHbI Ha
NCNoJsIb30BaHUN OWNOOK, MO3BOIAIOLLMX aTaKyloWeMy caenaTb Kakon-nmbo cepeep
HeOOCTYMNHbIM AN NermMTUMHbIX NoJib30BaTeNeun;

e pacnpepesieHHble aTakn Tuna "oTkas B 06CNyXuBaHnn", Npu KOTOPbIX HECKOJIbKO
nporpaMm nam nosib3oBaTesien NocbIIalT 60sbLLIOE KOTNYECTBO (PUKTUBHbLIX
3anpoCcoB Ha cepBep, NPUBOAS ero TeM caMblM B Hepabo4yee COCTOAHUE;

e HEABTOPM30BaAHHbLIN AOCTYM;

e NOTEHUWasIbHO He3alWnLWeHHas onepaymnoHHas cucrtemalsl.

K HepocTaTKaM AaHHbIX KJIaCCUPUKALMOHHBLIX MPU3HAKOB MOXXHO OTHECTMU TO, 4TO OHU
He NO3BOJIAIT ONucaTb Lesb N NoCNeacTBma atakn. K npumepy, KnacCupukaunoHHbIN
MPU3HaK Mo XxapakTepy OEeNCTBUIA COOEPXXUT ABa KMacCa aTak TuUMa «0TKa3 B
obcny>XnBaHMM», HO BMeCTe C TEM He COLEPXKUT KJ1AaCCOB, ONMUCHLIBAIOLLMNX aTaKw,
HanpaBJIeHHble Ha NepexBaT Tpagukal6] [1, 2].

1.3. Knaccudpukauma Nessus

B knaccmdpukaumm, ncrnosib30BaHHOM B U3BECTHOM NporpaMMHoM nponykTe Nessus,
KOTOpPbIN NpefHa3sHavyeH ans aHanmsa 6esonacHoCcTu cepBepos, bbl1 NpUMeHeH
OTJINYHBIN OT Npeablaywmnx Knaccnpukaumm nogxon. B HeMm ncnonb3syertcs
Knaccudukayma "no xapaktepy ya3smumocTun", roe bepetcs ncnosb3lyemas gns
peann3aunm atakm ya3BUMOCTb:

e ownbkn B CGIl ckpunTax;
e "YyepHble xoobl";
e OWNBKN B NnporpaMmMmax — FTP-cepBepax;



e aTaku Tuna "oTKas B 06Cy>XmBaHUn";

e OWKNBKM B peanmn3saunmm MexxceTeBblX SKPaHOB;

e HaJIM4Me Ha KoMnbloTepe cepBuca Finger nnm ownbku B peanmnsyowmx 3ToT CepBuc
nporpamMmmax;

e OWKNOKM, KOTOPbIE NO3BOJIAIOT aTaKylowWweMy yaaneHHO Nosy4nTb Npasa
AOMUHUCTPATOPA;

e OWKNBKKM, KOTOPbIE NO3BOJIAIOT NMEKOLLLEMY TEPMUHAJIbHbIA BXO Ha cepBep
NnoJib30BaTesIto MoJy4YnThb NMpaBa aAMUHUCTPATOPA;

e YSI3BMMOCTU, KOTOPbIE NO3BOJIAIOT aTaKylowWweMy yaaneHHO nosy4nTb aobon dann ¢
cepBepa;

e OWINOKKM B NporpamMmMmax — SMTP-cepBepax;

e ownbkKM B NporpammMmax — RPC-cepBepax;

e owKnbkM B Nnporpammax — NIS-cepsepax;

e HencnoJsiblyemble CepBUCHI

e He BoWelIne B Apyrue KaTeropmm npoyme owmnbku.

Kpome Toro, no Tuny nporpamMmMHoON cpefibl OHW NMoapasaensioTcs Ha:

e YA3BMMOCTW B onpenesieHHoOM cepBuce;
e YA3BMMOCTMN B onpenesieHHOM nporpaMmMHoM obecnevyeHunu;
e YA3BMMOCTUN B ONepaLmoHHON cucteme [71].

C uenbto onpeaeneHns ysasBUMOCTU B ONepaLMoHHON CUCTEME UCMOJIb3yeTCs NapaMeTp
Host/OS, ysa3BMMOCTM B onpenesieHHOM MporpaMMHOM obecneyeHnn n B KOHKPETHbIX
CepBuUcax KNaccnnumpyoTcs no rpynnam.

B oaHHOW Knaccngumkauum, Nno CpaBHEHUIO C npeabigywmnmm, bonee aetanbHO
npopaboTaHbl aTakn, KOTOPbIE NCMOL3YIOT YA3BMMOCTN B CETEBOM, NPUKJIALHOM U
CUCTEMHOM nporpamMmmHoM obecneyvyeHnn. Ho gaHHas Knaccnpukauma He oxBaTbiBaeT
BCEX CyLeCTBYOLNX CeTeBbIX aTaK. 3a npenesiamMmm pacCMOTPEHUA OCTAlOTCA Takue
OoMacHble aTakun, Kak HanpaBJ/ieHHble Ha ceTeBoe obopynoBaHMe aTakn, nepexsaT
OaHHbIX N aTakn Tuna "oTkas B obcnyxmBaHnmn". NosoXXnNTesbHON YepTON AaHHON
Knaccuukaymm aBnseTca Haamyme Knacca " He BowleLine B Apyrme Kateropum npoyme
ownbkn", Tak Kak bnarogapsa aToMy Kiaccy AaHHaa Knaccnpukaums opmMasbHO
npuMeHnma K nobon, B TOM Yncnae HoBoW, aTake. Ho, C Apyron CTOPOHbI, 3TOT KJlacC He
HeceT NOoJib3bl, MOCKOJIbKY HE COAEPXUT HUKAKOW O0MOJIHNTENIbHOW NHopMaunn[8l.

Kak BUOHO N3 NpuBefeHHbIX Bbllle KJ'IaCCVICbl/IKaLI,VH;I, DalekKo He BCe OHW ABNIAKOTCA
NoJIHbIMWU. B HEKOTOpPbLIX Cy4aax nog BUAOM enHoNn Knhaccupmnkaumm genaeTcs



nonbiTKa 06 begNHEHNSA HECKOJIbKNUX MPOBEAEHHbIX MO Pa3HbIM XapaKTePUCTUYECKUM
rnapameTpaM Kiaccudpumkauyun.

MosBeHMe HOBbIX aTakK NPUBOAUT K CHUXXEHUIO 3PPEKTUBHOCTU NMPUMEHEHUS
CYLLECTBYIOLMNX KNaccndurKaumin, No3TOMY UX NCNONb30BaHNe 6e3 BHeECEHNSA U3MEHEHWIA
He NpeACTaBNAETCA BO3MOXHbIM. [laHHaa cuTyaums o6bACHAETCSH OrPOMHbIM
KOJIN4ECTBOM Pa3/INYHbIX CETEBbIX aTakK N MOCTOSHHbLIM MNOSAB/IEHMEM HOBbIX aTak,
HEKOTOpble U3 KOTOPbIX HE MOAYNHAITCA KPUTEPMAM CYLLECTBYIOWMNX KacCuguKkaLumi.

Taknm o06pa3omM, NpUMEHEHME CYLLLECTBYOLWNX KNaCcCUPUKaLNM Henb3a Ha3BaTb
paunoHasbHbIM. CyliecTByeT 00bekTUBHAA HE0O6XO0OMMOCTb B CO34aHNMN HOBOW rMBKOM
KJTaCCUPUKALMOHHOM CXEMbl BO3MOXXHbIX CETEBbIX aTakK, MOCTPOEHHOWN C y4eTOM
YKa3aHHbIX Bbllle HegocTaTkoB[9] [2, 3].

1.4. Knaccucpukauma Munocnasckoum nm Toncroro

N3 oTeyecTBEHHbIX BapnaHTOB Hanbonee KpaTkasa U MHOpPMaTMBHANA Knaccudunkaymsa
npueeneHa B KHUre Tosctoro u MnnocnaBckon. B Hel Bce cucTeMbl 0OHapy>XeHns aTak
[ensaTcs Ha MUHUMalbHOEe KOJINYECTBO KacCoB. M3 TakMxX K1aCcCoOB MOXXHO Ha3BaTb
[eNleHe Ha aKTUBHbIe M NMaCCMBHbIE aTakn No NoBeaeHunto nocne obHapyxeHus,
nefnieHne aTak no pacrnosioXKeHU NCTOYHMKA Pe3ybTaToB ayanTa B PermcTpaunoHHbIX
harnax xocTa UM CeTeBbIX NakeTax, AefleHNne aTak Ha NoBeaeHYecKne v
WHTeNnNeKTyalbHble N0 MeToay obHapyxeHus[10].

HaHHaga Knaccngpurkauma Hannyywmnm obpasomMm NnogxoanT A8 NOCTPOEHUSA NEPBUYHbIX
punbTpoB CUCTEM OBHapPY>KEHUA aTakK, MOCKOJIbKY MO3BOJISET OTBETUTb Ha BOMPOC O
TOM, KaK O0JKHbI pa3fiMdaTb aTaku, Kak UMEeHHO CUCTeMbl 06HapyXeHunsa aTak
aHaANN3NPYOT MH(pOPMaLNIO, KaKue TEXHOIONMN ANA 3TOro ucnosb3osaTb[11] [1, 4].

2. TexHONOrMu oOHapy>XxeHua aTak

NHhopMaUVOHHbIE N CETEBbIE TEXHOJIOMMN MEHAIOTCS TaK BbICTPO, YTO CTaTU4YHbIE
3alUNTHbIE MEXAHN3Mbl, K KOTOPbIM OTHOCATCS CUCTEMbI ayTeHTUdnKaunum, M3, cuctemsl
pa3rpaHNYeHns A0CTyMna BO MHOIMMX Cyyasx He MoryT obecnedynTb 3pheKkTUBHOMN
3aWmnThl. [0 3TOW NpUYnHe TpebylTCs ANHAMUYECKNE METOAbl, KOTOPbIE NMO3BOJNISAIOT
onepaTUBHO NpeaoTBpallaTbh U 0bHapyXMBaTb HapyLweHnsa 6e3zonacHocTn. OgHON 13
TEXHOJIOrNI, KOTopasi N03BoNsSEeT 0OHapy>XMBaTb HapyLUEHUS, HE NMeloLne



BO3MO>XHOCTW BbITb NAEHTUDULUNPOBAHHLIMY MPY MOMOLLM TPAaAULMOHHbLIX MOAENEN
KOHTPOJIA A0CTYNa, ABNAETCSA TeXHON0rnsa obHapyXeHuns aTak.

Mo cyLwecTBy, Npouecc obHapy>XeHns aTak ABAAETCHA NPOLLEeCcCOM OLLEeHKU
noAo3pUTENIbHbIX AEACTBUN, MPOUCXOAAWNX B KOPNopaTUBHOM ceTu. IHa4ye roesops,
obHapy>XeHuVe aTak ABJIseTCs NPoLeCcCcoOM pearmpoBaHus U ngeHTnunkaumnm
NOAO3PUTENLHON OeATeNIbHOCTU, KOTOopas HanpasJ/lieHa Ha CeTeBble Nu
BblYMCUTENIbHbIE pecypcbl[12] [2].

2.1. MeToabl aHanu3sa ceteson uHopmMmauum

3P HEKTUBHOCTb CUCTEMbI 0OOHaPY>XEeHUSA aTaK BO MHOMOM 3aBUCUT OT MPUMEHSAEMbIX
MeTO[0B aHa/In3a NoayYyeHHoW nHgpopMaynn. B nepBbix cncTteMax obHapy>XeHus aTak,
KoTopble bbiin pa3paboTaHbl B Havane 80-x rogos 20 Beka, NCMNOJ1b30BaIUCh
CTaTUCTNYeCKMe MeToabl ODHapy>XeHUsa aTak. B HacTosAuwee BpeMsa K CTaTUCTUHECKOMY
aHanu3y nobaBuncsa pag HOBbIX METOAMK, HA4YMHASA C HEYETKOMN JIOFUKKN U SKCNEPTHbIX
CUCTEM N 3aKaH4YMBas UCMNOJIb30BAaHNEM HENPOHHbLIX ceTen[13] [5].

2.1.1. CtratTuctrnmueckum Mmertopn,

OCHOBHbIM MPENMYLLLECTBOM CTAaTUCTUYECKOrO NOoAX0oAa ABMAAETCS UCMOJIb30BaHME yXKe
3apekomeHaoBaBLlero cebs paspaboTaHHOro anmnapaTta aganTauunsa K NoBeaeHunto
cybbekTa 1 MaTeMaTUYECKON CTAaTUCTUKMN.

CHavana ans sBcex cybbekToB aHaIN3MPYEMON CUCTEMbI ONpenensanTcsa Nnpoduin.
JTloboe OTKNIOHEHME UCNOJIb3YEMOro NMPoduaa OT 3TaJIOHHOINO CYMTAETCH
HECaHKLMOHNPOBAHHOW AeATEeNbHOCTbLIO. CTaTUCTUYECKME MeToabl YHMBEPCasbHbI, TaK
KaK o719 NpoBeOeHns aHan3a He TpebyeTcsa 3HaHNS 0 BO3MOXXHbIX aTakax U
NCNOoJIb3yeMbIX UMW YA3BUMOCTAX. HO Mpy MCNONb30BaHNM 3TUX METOOUK MOTyT
BO3HMKaTb Npobaemsi:

o «KCTaTUCTNYHeCKnme» CnCctemMbl MOTyT ObITb C TEeYEeHneM BpeMeHN <<O6yL|EHbI>>
HapyLwmTenaMmn Tak, 4TObbI aTakywLine nencTens paCCMaTpunBaJiIMCb KaK
HOPMaJibHbIE;

e TPYOHO 3aA4aTb N'PaHU4YHbIE 3HA4YE€HUNA OTCJIEXXNBAEMbIX cucTtemMon 06Hapy>KeH|/|;|
aTaK XapaKTepUCTnK Oonid afleKkBaTHOW naeHTnuKaunun aHOMasIbHOW
0eATeNIbHOCTN,



e KCTaTUCTUNHeCKne» CUCteMbl HE HYBCTBUTEJIbHbI K MOPAAKY CJiedOBaHNA cobbiTnN; B
HEKOTOPbLIX C/yHadX OOHU N Te XKe cobbITNA B 3aBUCMMOCTU OT nopsAanokKa mx
cnegoBaHMA MOIyT XapakKTepu3oBaTb MJINM HOPMaJlbHYHO, NN aHOMaJIbHYIO
0EeATEJIbHOCTb.

CnepyeT TakXXe y4YUTbiBaTb HE MPUMEHMMOCTb CTAaTUCTUYECKMX METOOO0B B TEX CJIyYasix,
Korpga Asis nonb3oBaTens TUNNYHbl HECAHKLUMOHUPOBaHHbIE AENCTBUA U, KOraa Aass
nosib3oBaTesNs OTCYTCTBYET WabnoH TMNMYHOro noseageHnsa[14] [5].

2.1.2. OKcnepTHbIe CUCTEMBI

JKCnepTHble CNCTEMbI COCTOAT U3 Habopa NpaBus, OXBaTbIBaOLWMX 3HAHUSA YeNnoBeKa-
aKcnepTa. Nicnosb3oBaHWe 3KCNepPTHLIX CUCTEM NpeacTasnseT cobon
pacnpocTpaHeHHbIn MeTo obHapy>XeHusa aTak, NpyM KOTOpoM nHpopMaunsa o6 aTakax
dhopmynmnpyeTcsa B BuAe npasu. [laHHble MpaBuia MOryT 6biTb 3anNMcaHbl, K MpuMepy, B
BUAE CUrHATYypbl WK B BUAE NOCNenoBaTe/IbHOCTN AencTBui. MNpu BbinoaHeHUN ntoboro
N3 3TUX NMpaBu NPUHNMAETCA pelleHne 0 HaINYNM HeCaHKLMOHNPOBAHHOMN
neAaTeNbHOCTU. BaXkHbIM AOCTOMHCTBOM TakKoro nogxoaa ABsaseTCs NpakTUYeCKN NosHoe
OTCYTCTBME NNIOXKHbIX TpeBor[15].

Ba3a AaHHbIX 3KCNepPTHOW CUCTEeMbl AOJIXKHa coaep>XaTb cueHapun 60NbLIMHCTBA
N3BECTHbIX Ha CErogHAWHNN OeHb aTakK. DKCNepTHble CUCTeMbl TPebytloT MOCTOAHHOrO
obHoBNeHNS 6a3bl AaHHbIX C LLesblo 0OCTaBaTbCA MOCTOAHHO aKTyaJibHbIMU. HecMoTps Ha
TO, YTO 3KCMNEPTHbIE CUCTEMbI NMpepJsiaraloT XOPOoLUY BO3MOXHOCTb AJ151 MPOCMOTpa
[aHHbIX B XXYpHasiax perncrpaunmn, tTpebyemble 06HOBEHNSA MOFYT BbIMOJIHATHLCS
aAlMMHUCTPATOPOM BPYYHYIO UV UTHOPUPOBATLCS. 3TO NPMBOAMUT, KaK MUHUMYM, K
3KCMepTHOM cucteme c ocsiabneHHbIMU BO3MOXXHOCTSIMU. B XyaLiem cryyae oTCyTCTBME
HagJieXkalwero CoOnpoBOXAEHNSA CHMKAeT CTeneHb 3alNLLEHHOCTM BCEN CeTN, BBOOS ee
nosib3oBaTesnen B 3abny)XKaeHNe OTHOCUTENIbHO AENCTBUTENLHOIMO YPOBHSA
3aLUNLLEHHOCTN.

OCHOBHbIM HEZIOCTaTKOM fABJIA€TCHA HEBO3MOXXHOCTb OTPa>KeHUs HeENU3BEeCTHbIX aTak. MNpwn
3TOM Jaxke HeboNbLuoe N3MeHeHVe y)xe N3BECTHOW aTaku MOXXeT CTaTb Cepbe3HbIM
npenaTcTBmMeM Ona PyHKLUNOHNPOBaAHNA cucTeMbl 0bHapy>XeHusa aTak[16] [4, 5].

2.1.3. HempoHHbIe ceTH



BO/IbLUMHCTBO COBPEMEHHbIX METOA0B 0OOHAPY)XEHUS aTaK NCMOJIb3YIOT HEKOTOPYIO
opmMy aHanM3a KOHTPOMPYEMOro NPOCTPAHCTBA Ha OCHOBE CTaTUCTUYECKOro nogxoaa
nnu Npasui. B Ka4ecTBe KOHTPOJIMPYEMOIro NPOCTPAaHCTBA MOXKET BbICTyNaTb CETEBOWN
Tpaduk nnmn >KxypHanbl peructpaunn. AHanns onmpaeTcsa Ha Habop 3apaHee
onpeneneHHbIX NpaBns, co3gaBaeMbiX CaMON CUCTEMON ODHapy>XeHUS aTak uan
aOMUHUCTPATOPOM[17].

Jlloboe pa3zneneHne aTaku cpean HeCKOIbKMNX 3710y MbILUJIEHHUKOB UJIX BO BPEMEHU
ABNISETCS TPYAHbIM ANst o6Hapy>XeHUs Npu NOMOLLKN 3KCMEePTHbIX cucteM. M3-3a
6onbworo pasHoobpasnsa XxakepoB N aTak Aa)ke cneuynasibHble NOCTOAHHbIE 0OHOBIEHNS
6a3bl AaHHbIX MPaBU 3KCMEPTHON CUCTEMbI HUKOrAa He AafdyT rapaHTuUmM TOYHOWN
naoeHTudmnKaumm BCero gnanasoHa aTak.

Ncnonb3oBaHME HEMPOHHBIX CeTen ABASAETCA O4HUM M3 CrocoboB NpeonosieHns
yKa3aHHbIX Mpo6sieM 3KCNEepPTHbIX CUCTEM. B oTAiM4mne oT 3KCNEePTHbIX CUCTEM, UMEOLLNX
BO3MOXXHOCTb AaTb MNOJIb30BaTEO onpeaesieHHbI OTBET 0 COOTBETCTBUN
pacCcMaTpUBAEMbIX XapaKTEPUCTUK 3aN0XKEHHbIM B 6a3y AaHHbLIX NpaBuaaMm, HEMPOHHaSA
CeTb NPOBOAUT aHaN3 MHGPOPMaLIMK N NPenoCTaBNSAEeT BO3SMOXXHOCTb OLLEHUTD,
COrslacyloTCsa NN faHHbIe C XapaKTepucTUKaMmm, KOTopble OHa Hay4YeHa pacrno3HaBaTb. B
TO BpeMSA KaK CTeneHb COOTBETCTBUA HENPOCETEBOI0 NpeacTaBIeHNS MOXET A0CTUraTb
CTa NMPOLLEHTOB, AOCTOBEPHOCTL BbiIOOpPa MOSIHOCTbLIO 3aBUCUT OT KadecTBa CUCTEMbI B
aHann3e NpumMepoB NOCTaB/IeHHOW 3a4a4un[18].

N3Ha4vanbHO HempoHHaa ceTb obyvaeT NpaBUIbLHON NAEHTUPUKALNM Ha
npeasapuTenbHo nogobpaHHOM BbIbOpKe NpnMepoB NnpegmMmeTHoM obnacTu. Peakumns
HENPOHHON CeTU aHaIN3UPYETCS, N CUCTEMA HAaCTpamBaeTCs Tak, 4Tobbl 4OCTUNYb
yOOBJIETBOPUTENbHbIX pe3yibTaToB. B 4onosHeHMe K HaYyanbHOMY nepuogy oby4deHuns,
HenpoHHas ceTb HabupaeTcs onbiTa C TE4EHNEM BPEMEHMU, MO MEpe NPOBeAEHMNS
aHaNM3a CBA3aHHbIX C MpegMeTHON 06N1acTblo AaHHbIX.

Ba)kKHbIM NMPenMyLLLECTBOM HENPOHHbLIX ceTelr Npu obHapy>xeHun 3noyrnoTpebneHnin
ABNAETCHA UX CMOCOOHOCTb «U3Yy4aTb» XaPaKTEPUCTUKN YMbILLIEHHbLIX aTak U
NOEHTUPULMPOBATL HE NMOXOXXMEe Ha HablogaeMblie B CETU MPexXae 31eMeHTbI[19].

Ka)Kabin U3 onMCaHHbIX MeToaoB obnanaeTt paaoM HedoCTaTKOB N AOCTOUHCTB, NMO3TOMY
cenyac MpPpaKTn4eCKn TpyaHoO BCTPETUTb CUCTEMY, peaJIn3yloLlwyto TOJIbLKO OONH U3
OMUCaHHbLIX MeTo4O0B. Kak npaBwu/io, AaHHble MeTo4bl MCMNOJIb3YHTCHA B COBOKYMHOCTN[20]
[1, 3, 5].



2.2. Knaccudbumkauma cucteMm obHapyxeHuna aTtak IDS

NMpuMeHseMble B COBPEMEHHbIX CMCTeMax obHapy>xeHns aTtak IDS MexaHn3Mbl OCHOBaHbI
Ha HEeCKOJIbKNX 0bLMX MeTofax, He ABASIOLWMXCSA B3auMOUCKAOYatowmmm,. Bo MHormnx
cucTemMax MCNonb3yrTCsa UX KoMbuHauunn.

Knaccngukaumsa IDS moxeT 6bITb BbINOJIHEHA:

e M0 Ccrocoby BbIABNEHUSA aTaKWy;

e N0 cnocoby pearmpoBaHus;

e 1o cnocoby cbopa nHpopmauum ob atake;
e M0 MeToAy aHannsa nHgpopmayunn[21] [6].

2.2.1. Knaccucmkaums no cnocody pearmpoBaHuna

Mo cnocobam pearmpoBaHuns Ha obHapy>XmnBaeMble yrpo3bl cnctembl IDS MOXHO
pa3fnenuTb Ha ABa TUMNa: akTUBHbIE N. NMAaCCUBHbIE [NlaCcCUBHbLIE CUCTEMbI B CJ/ly4ae
NnOeHTUnKaLum BTopXeHna obbl4HO CO3[atoT AeTallbHbI OTYET 0 NpousoLleauem,
KOTOpPbIN BKJIOYAET JIOr CeTeBOW aTaku, onoseLwaT cyxby besonacHoCTU, K npumepy,
MO 3JIEKTPOHHOW MNoYTe, U NPefoCTaB/IAT PeKOMeH4aumnmn no ycTpaHeHUo BbiBJIEHHOMN
YA3BUMOCTU. AKTUBHbIe IDS NOMUMO BCero BbillernepeyncsieHHOro nbiTatnTCcs
NMPOTUBOCTOATb BTOPXXEHUI0. X AencTBusA MOryT BKJIIOHaTb B cebs Kak pa3pbiB
TeKyLero 3/;J0HaMepeHHOro coegnHeHns, Tak 1 nNosiHoe 6710KMpoBaHMe aTaKyloLLero
NyTeM N3MEHEHUS KOHMUrypaumm mexxceTeBoro sKpaHa nanm nHbiMm cnocobom[22].

Ha AaHHbIK MOMEHT CaMbIiM PacnpPOCTPAHEHHbLIM TUMNOM NOAO0BHLIX CNCTEM ABNAOTCSA
akKTuBHble IDS. Ngeonormns naccueHbix IDS 6osee NnogxoanT K CyLLECTBYOLWMM NPOEKTaM
Tnna cucTeMm-soByLlek AMbo ceTen Ha X OCHOBE, 3afa4a KOTOPbIX NpeacTaBaseT Kak
MO>XHO 6os1ee npaBaonogobHY0 IMYNALNIO YA3BMMOW CUCTEMbI U CEPBUCOB, MPU 3TOM C
COXpaHeHueM MoJIHOWM NCTOPUK NponcxogslLero, He co3gaBsas AOMNOJIHNTENIbHOWN
nperpagbl 4a1a HapyLwmnTensa n He BblaaBas cebs. B utore ¢ BbICOKON A0J1eN BEPOATHOCTMU
yhaeTca onpenennTb HOBble MeTOoAbl KOMApoMeTauum cuctemol[23] [6, 7].

2.2.2. Knaccucpumkaumsa no cnocoOdy BbiABJIEHUA aTaKu

Mo cnocoby BbIiBNIeHUSA aTaku cucTtembl IDS NPUHATO AeNnTb Ha ABe KaTeropuu:



e 0OHapy>xeHne 3noynoTtpebneHunn;
e OOHapy>xeHne aHOMaJIbHOro NoBeaeHus.

TexHonorms obHapy>XxeHus aHoMasibHOro NoBeAeHns 0OCHOBAHA Ha CeayoLLEM.
AHOMaJibHOEe NoBeAeHMe MoJIb30BaTENSA YacTO NPOSBASETCS KaK OTKJIOHEHUE OT
HOpPMaJibHOro noeegeHms. NMpUMepoM aHOMabHOro NOBEeAEHNA MOXKET CIYXKUTb
BbICOKas 3arpy3ka LeHTpasibHOro npoueccopa, 60sbLL0e YAC/I0 COeANHEHMIA 3a

KOPOTKMA NPOMEXXYTOK BPEMEHUN N ApYyrune noaobHble akTUBHOCTU[24].

Ecnan Mo>xHO 6b1210 661 0AHO3HAYHO ONUCaTb NMPOdUIbL HOPMasIbHOr0 NOBEAEHUNS
nosib3oBaTens, To ntoboe OTKJOHEHME OT HEF0 MOXKHO NAEHTUPULMPOBATL KakK
aHOManbHoe noBefeHne. Ho aHOManbHOe NoBefeHNe He BCcerfa aBnseTca atakon. K
npuMepy, 04HOBPEMEHHYIO MOCbIIKY 60bLIOro Yncaa 3anpocoB OT aAMUHUCTPaTopa
ceTn cuctema obHapy>XeHnsa aTak MOXXET NAEHTUDUNLNPOBATL Kak aTaKy TuUMa «0TKa3 B
obCcnyXnBaHUn».

Mpwn ncnonb30BaHNN CUCTEMBI C TaKON TEXHOJIOrMen BO3MOXKHbI ABa Cny4ad:

e 0OHapy>XeHne He ABMAILLEroCs aTakoW aHOMaJIbHOro NOBeAEHUS N ero OTHeCeHne
K KJlaCCy aTak;

e MPOMNYCK He nMoanagatoLlen Nnoa onpeneneHmne aHoMaJlbHOro NoBeAeHNS aTaku.
HaHHbIN cny4an Bbosiee onaceH, YeM OTHECEHME He ABNAKOLWErocsa aTakon
aHOMasNIbHOro NMoBeAEHNS K KJlaccy aTak[25].

TexHonorns obHapy>XxeHns aHoManin OpUeHTUPOBaHA Ha BbisIBJIEHUE HOBbIX TUMOB aTak.
Ho ee HepgocTaTKOM siBNsieTCa Heob6X0AMMOCTb NOCTOSIHHOIO 0by4YeHuMs. Ha OaHHbIN
MOMEHT 3Ta TEXHOJIOrNA He NoJlyYunsia LMPOKOro pacnpocTpaHeHns. CBsA3aHO 3TO C
TPYAHOCTSIMU €e peann3alnn Ha NpakTuKe.

Ob6Hapy>xeHune 310yrnoTpebneHnin 3aknY4aeTcss B ONUCaHUN aTaku B BUAE CUFHATYpbl U
NMONCKa OAaHHOM CUrHATYpPbl B KOHTPOJIMPYEMOM NPOCTPaHCTBE. B KayecTBe CUrHaTypbl
aTaKN MOXXET BbICTyNaTb XapakKTepu3yloLlime aHOMaIbHY0 OeATeNIbHOCTb CTPOKa
CUMBOJ10B UM WabNoH AencTBMA. [aHHble CUTHATYpPbl XPAaHATCA B @aHAJIOrMYHOWN
NCMoNib3yeMoWn B aHTUBUPYCHbIX cucteMax 6ase gaHHbIX. 3Ta TeXHON0orns obHapy>XeHus
aTaK 04YeHb MOX0)Xa Ha TexHosIorn obHapy>xeHns BUPYyCoB, MPU 3TOM CUCTEMA MOXXET
0OHapYy>XNTb BCE U3BECTHbIe aTakN. HO cMCTeMbl J@aHHOro TuMna He MoryT obHapy>XnBaTb
eLle Hen3BeCTHble HOBblE BUAbl aTak.

Mooxon, peaJ'II/IBOBaHHbIVI B TaKNX CUCTEMaX, 4OCTATOYHO MPOCT N MEHHO Ha HEM
OCHOBaHbI MpPaKTn4YeCKn BCe rpeasiaraemMmblie cerogHda Ha pblHKE CNCTEMBbI O6Hapy>KeHl/I$|



aTak[26] [6, 7].

2.2.3. Knaccucdpukauma no cnocoby cobopa
mHpopMmauum ob aTake

Hanbonee nonynspHa kKnaccupunkaumsa no cnocoby cbopa nHgpopmaumm ob aTtake:

e OOHapy)XeHMe aTak Ha YPOBHE NPUIOXKEHUS;
e OOHapy’)XeHMe aTak Ha YPOBHE CeTy;
e 0OHapy>XeHMe aTaK Ha YPOBHe XocTa [27].

CucTemMa Ha ypoBHe ceTun paboTaeT no NnpuHumMny cHudgepa, ocyLecTBnas
npocsywmBaHne Tpamka B Ce€TU N onpenesieHne BO3MOXXHbIX AeNCTBUN
3/10YMbILLUJIEHHNKOB. Takmne CNCTeMbl aHaIN3NPYIOT CeTEBOW Tpaduk, NCMOJb3YA, Kak
npaBwJio, aHaNnN3 «Ha NIeTy» N CUrHaTypbl aTak. MeTo aHaNn3a «Ha NeTy» 3aKJ/lo4aeTcs
B MOHUTOPWUHIre ceTeBOro Tpaymka B peasjibHoM uauv 67In3KoM K peasibHOMY BpeEMeEHU n
NCMNOJIb30BaHUN COOTBETCTBYIOLLUX aJIrOPUTMOB ODOHapyXeHUs.

CucTtemsbl Ha YPOBHE XOCTa npeagHasHa4eHbl 414 MOHUTOPWUHIa, OETEKTUNPOBAHNA N
pearmpoBaHma Ha nencTeuns 3/10yMbILWLJIEHHVUKOB Ha onpeaesieHHOM xXocTe. Pacnonarasach
Ha 3alinlaeMOoM XOCTeE, OHU BbIABNAIOT U MPOBEPAIOT HalpaBJZieHHblIE MPOTMB HEro
nencrtend. laHHble CUCTEMBI aHaJINSNPYIOT PETNCTPaLUMNOHHbIE XXYPHabl NPUNIOXKEHNA
nnn OI'IepaLI,I/IOHHOM CncTembI[28].

Kak nNpaBuo, aHan3 XXYPHaoB perncTpauumn aBnaeTcs OOMOJHEHUEM K APYruM
MeToZlaM OOHapy>XeHMs aTak, B YaCTHOCTU K OOHAPY)XEHUIO aTaK «Ha NeTy».
icnonb3oBaHMe aHHOrO MeTo/a Mo3BoJISeT NPOBOAUTL «pa3bop NoseToB» yXKe nocse
Toro, Kak bbina 3apMKcMpoBaHa aTaka, AJis Toro 4Tobbl BbipaboTaTh 3PheKTUBHbIE
Mepbl NPeaoTBPaLLEeHNS aHAIOFNYHbIX aTak B Byayuiem.

CucTemMa Ha ypOBHe MPUIoXKEeHUIN OCHOBaHa Ha Noucke npobsem B onpeaeneHHOM
NPUNOXKEHUN.

Ka)kabl U3 3TUX TUMOB CMCTeM 0BbHapy>XeHns aTak (Ha YpoBHE NPUNOXKEHUS, Ha YPOBHE
XOCTa M Ha ypoBHe ceTun) nmeeTt cobCTBEHHbIE HEAOCTATKN N OCTOMHCTBA. MbpnaHbie
IDS, KoTopble NpeaAcTaBAAOT cobon KOMBMHALMIO Pa3sINYHbIX TUMOB CUCTEM, 0BbIYHO
BKJIIOYaOT B cebsi BO3MOXKHOCTU HECKOJIbKUX KaTeropun[29] [6, 7, 8].



2.2.4. Knaccudpumkauma no Metony aHasaumsa
nHcpopMauum

Mo meTony aHanmsa nHgopmaumm IDS penaTca Ha noBefeHYeCcKmne, Takme Kak
HakonaeHne CTaTUCTUKKN N OBHapy>XeHne aHOMaNnn, CUrHaTYypPHbIE, a TakXXe
KOMOMHMPOBAHHOIO TUMa UM cMeLwaHHble. CurHaTypHble IDS reHepupytoT
CpaBHUTENbHO HEMHOI0 0T4Y4eTOB 06 OLWMOOYHOM AEeTEKTUPOBAHUN U BbIUIFPbIBAKOT MO
CKOPOCTU aHasIM3a BXOLHOro NoToKa, HO 6eccunbHbl Nepep ele HeM3BeCTHbIMU UM
YA3BMMOCTAMN — B 3TOM CJly4ae KakK pa3 J0CTaTO4YHO yCrnewHo BbiCTynatT IDS ¢
NMPUMEHEHNEM aJIrOPUTMOB BbISIBJIEHNS CTAaTUCTUYECKUX aHOManmMn. Ho 3aTo nocnegHue
OA0T OWYTUMOE YNCIIO0 NIOXKHbIX cpabaTbiBaHUI B cOBEpPLUEHHO 6e300naHbIX CUTyaunax
noscegHeBHoM paboTbI[30].

CaMomn N3BECTHOW CUCTEMON OBHaPY>XEHNS BTOPXKEHNIN Ha OCHOBE CUTHATYPHOro NMoncka
be3ycnoBHo aBnseTcsa Snort. laHHasa IDS 3aBoeBasia MHOXKECTBO NMoynTaTesien BO
MHOrom 6s1iarogaps oTKpbITOMY popMaTy XpaHeHus 6a3, NerkocTn NX NU3MEHEHUS U
BHeceHns cobcTBeHHbIX HabopoB nNpaBua. B IHTepHeTe cywecTByeT HEKOMMEPYECKN I
npoekT Bleeding Edge Threats, KOTOpbIN NOCBALWLEH CO34aHNI0 COOTBETCTBYOLLUX
curHaTyp ansa Snort n metogam 6opbbbl C ceTeBbIMU Yrpo3amun[31] [6, 7].

2.3. KoMnoHeHTbl U apxuTteKTtypa IDS

Ha ocHoBe aHasIn3a CyLeCcTBYOLWMX peLlleHNn MOXKHO NPpUBeCcT nepevyeHb KOMMOHEHTOB,
N3 KOTOPbIX COCTOUT TUMMNYHAA cucteMa obHapyxeHusa aTak[32] [9].

2.3.1. Moaynb cnexxeHun

Moaynb cnexxeHus obecneymBaeT cbop AaHHbIX N3 KOHTPOJIMPYEMOro NPOCTPAHCTBA,
TaKOro Kak )XypHana perucrpauum nam cetesoi Tpadumk. PasHble NnponsBoanTenn oaroTt
3TOMY MOZYJI0 ClefytoliMe Ha3BaHUA: MOHUTOP, CEHCOP, 30HA U Apyrue noaobHble.

B 3aBUCMMOCTW OT apXUTEKTYPbl MOCTPOEHUSA CUCTEMbI OOHapy>XeHUsA aTak MOoAYy /b
cne)XxeHus MoxXKeT ObITb PU3nYeckn oTaeNeH oT APYrnx KOMMOHEHTOB, TO €CTb
HaxoOUTbCA Ha APYroM KoMnbloTepe[33] [8].



2.3.2. NMoacucreMa obHapy>XeHua aTak

NMoacucTtema obHapy>XeHus aTak BASEeTCS OCHOBHbIM MOAYNEM CUCTEMbl OBHapyXeHuns
aTak, OCyLeCTBAAIWMM aHann3 nHpopMaunm, Kotopas rnoay4yaeTcs oT Moayns
cnexeHwus. Mo pesynbTaTaM 3TOro aHaM3a AaHHasa NoACUCTEMA MOXKET NPUHUMATb
peweHnsa OTHOCUTENIbHO BapMaHTOB pearmpoBaHuns, CoOXpaHAaTb cBegeHusa ob aTake B
XpaHMAnWe gaHHbIX, NOeHTUGUUMPOBaTbL aTakN 1N OCYLLECTBAATb Apyrmne nogobHble
nencteuna[34] [9].

2.3.3. ba3a 3HaHuM

Ba3a 3HaHWI B 3aBUCMMOCTN OT METOA0B, KOTOPbIE NCMOJIb3YIOTCS B CUCTEME
obHapy>XeHuns aTak, MOXXEeT CoAepXaTb CUrHaTYpPbl aTak, NPodunAN Nosib3oBaTeNnen n
BbIYNCINTENIbHOW CUCTEMbI UM NOO03PUTESIbHbIE CTPOKW, KOTOPbIE XapaKTepmn3yoT
HEeCaHKLUVWOHNUPOBAHHYIO AeATeNbHOCTb. ba3a 3HaHUN MOXKET NOMOJIHATLCS
Mnonb30BaTesIEM CUCTEMbI, MPON3BOANTENEM CUCTEMbI OOHAPY>XXeHUS aTakK UK TpeTben
CTOPOHON, K MPUMEpPY, ayTCOPCUHIOBOWM KOMMNAHMNEN, KOTOPAs OCYLLLECTBASET NMOALEPIKKY
3TON cnctembl[35] [7].

2.3.4. XpaHunuiie gaHHbIX

XpaHunumuie faHHbIX obecnedymBaeT XpaHeHUe OaHHbIX, KOTopble cobpaHbl B NpoLuecce
PYHKLMOHMPOBAHUA CUCTEMbI OBHapy>XeHns aTak[36] [6].

2.3.5. N'pacdhmuyeckumn nurepcenc

Ha>ke o4eHb 3hheKTUBHOE N MOLLLHOE CPencTBO He ByaeT UCnosib3oBaTbCA B Cliy4ae,
Korga y Hero OTCyTCTBYET OPYXECTBEHHbIN NHTepdenc. B 3aBucCMMOCTN OT
onepaumMoHHOW CUCTEeMbI, Mo ynpaBieHNneM KOTOPON (PyHKLMNOHUPYET CMcTeMa
obHapyxeHuns aTak, rpadn4eckmn NHTepenc OoXKeH COOTBETCTBOBAaTb CTaHAapTaM
ne-pakto ana Windows n Unix[37] [8].

2.3.6. MNoacucrema pearnpoBaHuA



Noaocmncrtema pearnpoBaHMsa OCYLLECTBASET pearmpoBaHne Ha obHapy>XeHHbIe aTaku U
NHble KOHTpoIMpyemble cobbiTnA[38] [7].

2.3.7. Nopcucrtema ynpaBsieHUA KOMNMOHEHTaMM

NMopcucTtema ynpasieHNss KOMMOHeHTaMu npegHa3HavyeHa aaa yrpassieHna pasimyHbiMun
KOMMNOHEHTaMN CUCTeMbl ObHapyXeHuns aTak. 1o TEPMMHOM yrpaBaeHNA MOHUMAETCSH
BO3MOXXHOCTb MU3MEHEHUS MOJINTUKN Be30MacHOCTM AN Pa3/INYHbIX KOMMNOHEHTOB
cucTtembl OBHapyXeHUs aTak, a TakXXe nosiydeHne nHhopmaumm oT 3TUX KOMMNOHEHTOB.
YnpasneHne MoOXeT OCYLLEeCTBAATLCA KaK NMpy NoOMOLLN BHYTPEHHUX MPOTOKOJIOB U
NHTepdencos, Tak N NP NOMOLLM y>Xe pa3paboTaHHbIX CTaHOapToB, Hanpumep, SNMP
[39] [9].

2.3.8. ApxuTeKTypa cMcCTeM ObHapy>XeHus aTak

CuncTteMbl 06Hapy>XeHns aTak CTPOSATCS Ha OCHOBE ABYX apXUTEKTYP: «areHT-MeHea)xep»
N «aBTOHOMHbIV areHT». Bo BTOPOM cC/lydae Ha KaXk4blW 3alimuiaemMbli CErMeHT CeTU Nan
y3en yCTaHaBJIMBAOTCHA areHTbl CUCTEMbI, HE UMeloLL e BO3MOXKHOCTN obMeHa
MHopMaLmen Mmexay cobon, a TakXXe He UMelLmMe BO3MOXKHOCTU YNPaBaATbCA
LLEHTPaIM30BaHO C e NHON KOHCONN. [laHHbIX HEAOCTATKOB JIMWLEHa apXUTEKTypa
«areHT-meHen)xep». B ee cnyyae B pacnpeaeneHHom cucteme obHapy>xeHusa atak diDS,
COCTOSLLEN N3 MHOXXECTBA PACroJIOXKEHHbIX B pa3/iIn4yHbIX y4acTkax 6onbwon cetu IDS,
LLeHTpPaJibHbIN aHaIN3UPYIOWNIA CepBeEP N cepBepbl COopa AaHHbIX OCYLLECTBAAIOT
LLeHTpPasn30BaHHbIN aHann3 n cbop perncTpmpyemoix gaHHbIX. YpaBaeHne MoaynsaMu
dIDS ocyuwecTBnseTCca C UeHTpasbHON KOHCONM yrnpaBseHus. Ansa KpynHbIX
opraHu3auun, rae puananbl pasHeceHbl N0 pa3HbIM TEPPUTOPUAM U OaXKe ropoaam,
NCNOJIb30BaHME TAaKOM apXUTEKTYpbl UMeeT NpUHUUNUanbHoe 3Ha4YyeHne[40].

Obuwasa cxeMa hyHKUMOHMpPOoBaHMA dIDS npuBeneHa Ha pUcyHke 1.
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Puc. 1. ObLyas cxema pyHKLMOHMPOBaHNA pacripegeneHHon dIDS

HaHada cucTtemMa No3BonseT yCUANUTb 3alULLEHHOCTb KOPNOPaTUBHOM NOACETH
bnarogaps ueHTpanmnsaumm nHgpopmaumm o6 atake oT pasnnyHbix IDS. PacnpeneneHHas
cucteMma obHapyxeHusa atak dIDS cocTouT M3 caeayowmx NoACUCTEM: aHaINU3NPYIOLWNX
cepBepoOB, KOHCOJIN yrpaBseHuns, cepsepos cbopa nHpopmaunm ob aTake, areHToOB CeTU.
LleHTpanbHbIN aHanm3npywLwmn cepsep o0bbi4HO cocTonT n3 Web-cepsepa 1 6a3bi
OAHHbIX, YTO MO3BOJISET COXPaHATb MHPOPMaLMIO 06 aTakax N MaHUNYIMPOBaTb
AaHHbIMK C NoMoLblo yaobHoro Web-nHtepdenca. AreHT ceTn aBNsaeTCs 0gHUM U3
Hanbosee BaXkHbIX KOMNOHeHTOB dIDS. OH npeacTaBnseT cobon HeboNbLUYO NPOrpamMmmy,
LLesIbio KOTOPOW ABIAETCA MHpopMmpoBaHme 06 aTake Ha LeHTpasibHbIN
aHanusunpytowmnn cepep. Cepsep cbopa nHbpopmaumnm 06 aTake ABNAETCA YaCTbio
cuctemsl dIDS, kKoTopasa normveckn 6asmpyeTcsa Ha LEHTPASIbHOM aHaIN3UPYIOLLEM
cepBepe. Cepep onpenenseT napaMeTpbl, MO KOTOPbIM FPYNMUPYIOTCA MOJy4YEeHHbIE OT
areHToB CeTU AaHHble. FpynnNMpPoBKa AaHHbIX MOXET OCYLEeCTBASATbLCSA MO C/ieayoumnm
napamMmeTpam:

e MOPTY NOJsIy4aTens;
IP-agpecy aTakyoLiero;
haTte, BpeMeHu;
HOMepy areHTa;

TUNY aTaku;
npoTtokony[41] [6, 9].



2.4. MeToAbl pearmpoBaHus

ATaka He TOJIbKO A0J1KHa bbITb 06Hapy>XeHa, HO 1 He0bX0AMMO CBOEBPEMEHHO U
MpPaBW/IbHO CpearnpoBaTb Ha Hee. B CyLecTBYOLWMX CNCTEMAX NPUMEHSETCS LUMPOKNIA
CMeKTp METOA0B pearmpoBaHns, KOTOPbIE MOXKHO Pa3AennTb Ha TPU KaTeropum:

e COXpPaHeHue;
e YBE[OMJ/IEHUE;
e AKTUBHOE pearmpoBaHMe.

NMpMeHeHne TON NI MHOW peakunmn 3aBUCUT OT MHOrux akTopos[42] [10].

2.4.1. YBepoMneHue

CaMbIM LUMPOKO pacrnpoCTpPaHEHHbLIM U MPOCTbIM METOA0M YBEOOMJIEHUS ABNISAETCSH
oTnpaBJsieHne agMnHUCTpaTopy besonacHoCTM coobleHnn o6 aTake Ha KOHCOJIb
cucTtembl 0bHapyxeHusa aTak. [laHHas KOHCOJIb MOXKET BbiTb YCTaHOBJIEHA HE Y Ka>XKA0ro
COTPYAHWKA, KOTOPbIN B OpraHM3aunm oTeevyaeT 3a 6€30nacHOCTb, KpOMe Toro, AaHHbIX
COTPYAHUKOB MOryT MHTEpecoBaTb He BCe cobbITnsa 6e30nacHOCTK, N0 3TON NpUYnHEe
HeobXxoAMMO NPUMEHEHNE UHbIX MEXaHN3MOB yBeLOMJIeHUS. JaHHbIMU MexaHU3MaMu
MOryT ObITb OTNPaBAeHNe COOBLWEHNN Ha Nena)xxep, NO 3JIEKTPOHHOW NoYTe, no
TenedoHy nnm pakcy[43].

K KaTeropum yBegoM/IEHUN OTHOCAT Tak>Xe MOCbIJIKY YNpaBasoLwmnx
nocnenoBaTe/lbHOCTEN K APYrMM cucTeMaM, K npuMepy, K M3 nam Kk cuctemam ceTesoro
ynpasneHuna[44] [7, 10].

2.4.2. CoxpaHeHue

K KaTeropmm coxpaHeHnsa OTHOCATCA OBa BapWaHTa pearnpoBaHn4.

e BOCMpPOM3BEAEHNE aTakn B peasibHOM MacliTabe BpeMeHu;
e pernctpayna coboitns B 6ase gaHHbIX[45].

BTopoii BApUaHT LLUMPOKO PAacnpoCTPaHEH U B APYrnX cMcTemMax 3alinTbl. 4ns
peannsaunm NepBoro BapmaHTa 6biBaeT HEO6X0AMMO NMPOMNYCKATh aTaKYOLLEro B CeTb
KOMMaHuUn ans pukKcauum ero aencTenin. laHHbIn MeTo 4 NO3BONAET aflMUHUCTPATOPY



6e3omnacHocTu B HyaylieM BOCAPOU3BOANTL C 3a[aHHON CKOPOCThLIO WX B PpeasibHOM
MacliTabe BpemMeHn BCce OeNCTBUS, KOTOPbIE OCYLLLECTB/IEHbl aTaKyOLWMM,
aHa/IM3MPoBaThb yCMNellHble aTaky U NpPeaoTBpallaTh UX B AajIbHENLLEM, @ TaKXe
NCNob30BaTh cCObpaHHbIE AaHHbIE B npouecce pasbupatenscTsal46] [8, 9].

2.4.3. AKTUBHOE pearmpoBaHue

K LaHHOW KaTeropmm oTHOCATCA ciefytole BapnaHTbl pearupoBaHUs:

e 3aBepLUEHNEe CEeCCMU C aTaKYOLNM Y3/10M;
e 610KMpPOBKa PaboThl aTaKyoOLLEro;
e yrpaBJ/ieHneM ceTeBbiM 060pyJOBaHNEM U CPEACTBAMM 3aLNTbI[47].

IDS MOryT npensioXXnTb TakMe KOHKpPeTHbIe BapuaHTbl pearnpoBaHns: aBToMaTnyeckoe
3aBepLleHmne ceccmmn C aTakyrwmMm y3soM, 61IOKMpOBKa y4eTHOM 3annucuy aTakylouwero
nosb3oBaTens, peKoHpurypauma M3 n mapwpyTmsaTopoB 1 gpyrve nogobHbie. JaHHas
KaTeropus MexaHu3MoB pearmpoBaHuUs, LOCTaTOYHO 3PPEKTUBHA C OOHON CTOPOHbLI, HO
TpebyeT akKypaTHOro NCNOJIb30BaHNA C PYIrOM CTOPOHbI, TaK Kak HerpaBuibHOe
NPUMeHeHVe MOXXeT NPUBECTU K HapyLleHnto paboTocnocobHOCTN BCe KOPropaTUBHON
MHOpPMaLMOHHOW cucTemMbl[48] [6, 10].

3aKJi1louYeHue

BO/IbLUMHCTBO PAaCCMOTPEHHbIX HEAOCTAaTKOB COBPEMEHHOI0 0O6Hapy >XeHNsA aTak
SIBNAOTCA HEAOCTAaTKAMU, C KOTOPbIMU MOXKET CTOJIKHYTbCSl M0JIb30BaTeslb B peasibHbIX
KOMMbIOTEPHbIX CeTSAX. Bonbllas 4YacTb 3aMeyYaHuin o cTeneHn 3pPEKTUBHOCTA U
HepoCcTaTKax pa3pabaTbiBaeMbIX CPeACTB N METOA0B NMPOUCXOANT N3 NPAKTUKN
NCMNOJIb30BaHNA cUCcTeM 0OHapy)XeHUs aTak B peasibHbIX KOPNOPaTUBHbLIX MHTPAceTAX.

CyuwiecTBylowme nogxoabl K pelweHunto 3aaayqy obHapy>XeHnsa BTOP>KEHUI 3a4acCTylo
OT/IMYAOTCHA He TOJIbKO peasin3aumnen MeTonoB obHapy>XeHns, HO N CBOEN
APXUTEKTYpPON, TUNamm obHapy>XeHNa BTOPXKEHUIN U YPOBHEM AeTannsaumnn.
PasymeeTcs, y KaXX4on CNCTeMbl €CTb CBOM HeAOCTaTKM U A0CTONHCTBA. Ho, HecMoTps
Ha NOCTOSHHOE pa3BUTUE NMPUMEHSAEMbIX NPU pa3paboTke TexHoNormm obHapyxeHus
aTakK, 0 JIErKoCTn pa3BepTbiBAHUA, MOANDUKALUN N SKCMSyaTauum cuctem
obHapy>XeHuns BTOp)XeHUn NnpuaeTcsa 3abbiTh, BCe CyLeCcTByOLWME pa3paboTkm nmeT
TEeHOEHLUIO NINLWb K YCIOXKHEHUIO. TEXHOIOrMM B3JIOMa NOCTOAHHO COBEPLUEHCTBYIOTCH,



aTaKM pacnpoCcTPaHAITCA C 04eHb 6OJIbLLION CKOPOCTbLIO U CTAHOBATCA
KOMOBMHMPOBaAHHbLIMK, MO3TOMY K COBPEMEHHOMY OOHapy>XeHWI0 aTak BbIABUIalOTCH BCE
bonee cubHbIE N XXecTKue TpeboBaHMs.

Ecnun paccmaTpuBaTb MeToabl OOHapy>XeHUs aTak, TO, 04EeBUAHO, 4HTO OHW AO0J/IKHbI BbITb
peann3oBaHbl CUCTEMaMN, BKAOYaOWMUMN B ceba MHOXKECTBO MOAy/1en, KOTopble
peanun3yloT pa3/InyHble NoAX0oAbl — C YH4ETOM Pa3/IMyHbIX TUMOBbIX CEFrMEHTOB
3allMLlaeMbIX ceTen.

Takum obpa3oM, 0cobeHHOCTN 1 TpeboBaHNA COBPEMEHHbIX KOMMbIOTEPHbIX CETEN,
TakKue KakK NOBbILeHNEe HaeXXHOCTN CeTeln, nepapxmieckasa CTPYKTypa ceTen,
noBbllLeHne MOBUNBLHOCTN, pa3nnydHblie TpeboBaHMA K 6e30NacHOCTN — BCE 3TO
HakKMaAbiBaeT OTNe4YaToOK Ha NoAXodbl U TEXHONOINN, KOTOPbIE A0/IKHbI ObITh y)Xe
CerogHs peannsoBaHbl B cMcTeMax obHapy)xeHus aTak.

Moaxon K 0OHAPY)XEHUI0 CETEBbLIX BTOPXKEHMWI 1 BbIAB/IEHUIO NPU3HAKOB KOMMbIOTEPHbIX
aTakK Ha MH(POPMALIMOHHbIE CUCTEMbI MOJIOH YSI3BUMOCTEN M HEA0CTATKOB, KOTOPbIE
NO3BOJISIOT 3/I0HAMEPEHHbLIM BO3AEACTBUAM YCMNELIHO NPeoaosieBaTb CUCTEMbI 3aLLNTHI
nHpopMaumn. NMepexos K BbiSIBJIEHUIO NPeAnoCbI/IOK BO3HUKHOBEHUSA Yrpo3
NHMOPMALMOHHON 6€30MacHOCTY OT MOUCKa CUIFHATYpP aTak [AoJIXKeH crnocobcTBoBaTh
TOMY, 4TOObl B KOPHE U3MEHUTb OAHHYI0 CUTYaLMI0, COKPATUB ANCTAHLINIO OTCTaBaHUA B
Pa3BUTUN CUCTEM 3aLLMTbl OT CUCTEM UX MPEOA0JSIEHNS.

Tak>)xe Takol nepexon O0/KEH CNoCcO6CTBOBAThL NOBbLILLIEHMIO 3(HEKTUBHOCTH
ynpaBJieHs UH(OPMaLMOHHON 6€30MacHOCTLIO U, HaKoHeLl, 6o1ee KOHKPETHbIM
npuMepam rNpuMeHeHns PyKoBOASLLUNX U HOPMATUBHbBIX AOKYMEHTOB Y>XKe CTaBLUNX
CTaHaapTaMmu.
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